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Face Authentication: Unique Identification Authority of India

PM SVANidhi Scheme: Ministry of Housing and Urban Affairs

Transforming Nutrition: The Poshan Tracker Revolution in
India Need: Ministry of Women and Child Development

Open Network for Digital Commerce (ONDC): Department for
Promotion of Industry and Internal Trade

INNOVATION STATE LEVEL INITIATIVES
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Engineering College-led Capacity Building initiative for
Government High Schools in: Andhra Pradesh

Cyber Tehsil- Revenue e-court (Paperless, faceless & online):
Madhya Pradesh

Solar-Powered Water Supply Schemes:
A Paradigm Shift in Uttar Pradesh's Rural Water Supply

Chief Minister Health Insurance Scheme (CMHIS's):
Nagaland Journey of Innovation, Sustainability, and Welfare
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INNOVATION DISTRICT LEVEL INITIATIVES

93 The GIS-Based Water Conservation Plan for Dhamtari District,
Chhattisgarh

-m-l Empowering Minds, Transforming Lives:
The Aspire Kumari Revolution, Kanniyakumari, Tamil Nadu

]04 Rural Industrial Park Complex, Koraput District, 0disha

-mg PRISM 10: Transforming Maternal and Child Health in
Parvathipuram, Andhra Pradesh
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Unique Identification Authority of India (UIDAI) carries out around 8 crore Aadhaar
authentication transactions on daily basis using various modalities like Biometrics
(fingerprint& iris), OTP and demographic modalities. During Aadhaar Enrolment
process, the identity information of the resident i.e. Demographic Information
(Name, Address, Gender and Date of Birth; Mobile Number and e-mail) and
biometric information (Face, Fingerprintandlris) are being captured.

It was also observed that fingerprint biometric modality does not function
efficiently for residents with labour intensive jobs and for senior citizens. In the wake
of COVID-19 pandemic, the requirement for a touchless biometric authentication
gaveimpetustoin-house development of Face Authenticationtechnology.

UIDAI has developed a robust Artificial Intelligence-Machine Learning (Al-ML)
based Face Authentication functionality, wherein a resident can perform Aadhaar
authentication using Face' as a biometric modality. Face Authentication is a
contactless mobile phone-based technology that provides freedom from any
physical touch between the man and the machine. This technology, leveraging
artificial intelligence and biometric principles, offers a convenient, secure, and
efficientmeans of verifying identity.

UIDAI's In-house Al/ML based Face Authentication Solution developed

by Technical Team including the YP's

v/ Face Authentication was launched on 15th Oct 2021 with limited entities
v~ On 3rd June 2022 Face Authentication was launched to be used by
all entities

Currently 77 Entities are using Face Authentication Modality

AN

Available on both android and iOS
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Proof of Concept: Testing Face Authenticationacrossindia

UIDAI conducted an extensive Proof of Concept (POC) before launching Face
Authentication nationwide. The POC involved thousands of residents from different
regions, age groups, and demographic segments, as well as partnerships with
institutions such as the National Health Authority (Co-WIN), the National
Informatics Centre (Jeevan Pramaan), and various banks.

This article delves into the numerous benefits of UIDAI Face Authentication,
excluding challenges

KeylinsightsfromthePOC

The POC demonstrated that Face Authentication had a higher success rate than
fingerprint authentication, especially among senior citizens and manual labourers
who often faced challenges with worn-out fingerprints. Furthermore, the Face
Authentication system proved to be highly adaptable to different environmental
conditions, making itarobustoptionforbothurban andrural settings.

Collaborationwith Stakeholders

Key partners like banks, telecom operators, and government agencies were
involved in the POC. This collaboration helped to ensure that Face Authentication
could be integrated into a wide range of existing systems, including banking
applications for eKYC (Know Your Customer), telecom services for SIM card
issuance, and governmentwelfare programs like PM-Kisan and Jeevan Pramaan.

Features of Face Authentication Statistics of Face Authentication

» Works on Al-ML technology + Since Inception more than 50 Crores
Touchless authentication experience of Face Authentications have been

« Provides higher successrate performed andincreasing.
compared to Fingerprint (FP) Highest Success rate across allage
authentication groups

« ChecksFaceliveness In the FY22-24 18 lakh digital life

 Ensuresface captureisonasecure certificates were generated by the

device/environment pensioners at the ease of sitting at

» No additional biometric device home

required for face capture
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Face Authenticationvs.Face Recognition

A crucial distinction to understand is the difference between Face Authentication
andfacerecognition:

« Face Authentication (1:1 matching): This involves a one-to-one comparison
between the live image and the Aadhaar database to verify the individual's
identity. It ensures privacy as the comparison is strictly between the individual and
theirregisteredidentity.

« Face Recognition (1:N matching): In contrast, face recognition involves
comparing a facial image to many others in a database to identify or verify the
person. This method, while useful in surveillance, raises more privacy concerns and
isnotasfocusedonuserconsent.

UIDAI's Face Authentication is strictly a consent-based system, meaning
individuals must actively provide permission before their facial data is used,
reinforcing theimportance of privacy in the authentication process.

Aland MLModels:TrainingonDiverselndianDatasets

The core of UIDAI's Face Authentication lies in the advanced Al/ML models that
power it. These models have been trained on extensive datasets containing
images of Indian citizens across diverse age groups, ethnic backgrounds, and
geographic regions. This ensures that the technology performs well across a wide
variety of skin tones, facial features, and environmental conditions, such as
differentlighting settings.

Liveness DetectionforSecurity

A key security feature of Face Authentication is liveness detection. This Al-driven
functionality ensures that the system can distinguish between a live person and a
photograph, video, or other spoofing attempt. Liveness detection is critical in
preventing fraud and unauthorized access, especially in high-stakes
environments such asfinancial transactions and welfare disbursements.

UIDAI's system employs real-time image analysis techniques that capture subtle
facialmovements and textures that are difficult to replicate artificially. This
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capability has been fine-tuned to function even on entry-level smartphones,
making Face Authentication accessible tothe masses.

No external devices or certification Security with smartphone

Fig 1: Secure Face Authentication
Enhanced Convenience and Accessibility

Touchless Verification: Face Authentication eliminates the need for physical
contact, making it a hygienic and safe option, especially in the context of public
health concerns.

Remote Access: Users can authenticate their identity from the comfort of their
homes, offices, or any location with internet connectivity. This reduces the need for
physicalvisits to the service providers for physically authenticating.

Simplified Processes: Face Authentication streamlines various processes, such as
opening bank accounts, obtaining government subsidies, or accessing healthcare
services.Thisreduces administrative burdens andimproves efficiency.

Improved Security and Fraud Prevention

Unique Biometric Identifier: Each individual's facial features are unique, making
Face Authentication a highly secure method of identity verification.Itis significantly
harder to replicate or forge compared to traditional methods like passwords or
PINs.

Reduced Identity Theft: The use of Face Authentication minimizes the risk of
identity theft, asitrequiresthe physical presence of the individual.
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Enhanced Data Protection: By relying on biometric data, Face Authentication
reduces the need to store and transmit sensitive personal information, such as
passwords oraccountnumbers.

Economic Benefits

Increased Efficiency: Face Authentication streamlines processes, reducing
administrative costs and improving efficiency for both government agencies and
private organizations.

Curb leakages: The use of Face Authentication can help prevent fraudulent
transactions and reduce corruption, leading to significant economic benefits by
curbing the leakages which gives the benefit to the rightful owner by eradicating
fake applicants throughimpersonation.

Financial Inclusion: By making it easier for individuals to access government
services and financial products, Face Authentication is contributing to financial
inclusion.

Capture of Face Image on Security framework more

Own Device for

Authentication agile to environment

Separation of auth
Secure against application from the

device allows for quicker
leakage of captured security upgrades or

Image change in security
protocols
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Social Benefits

Empowerment of Marginalized Communities: Face Authentication is
empowering marginalized communities by providing them with easier access to
governmentservices andresources.

Improved Governance: By enhancing transparency and accountability, Face
Authentication is contributing towards ease of living providing better governance
and amore equitable society.

Enhanced transparency: Face Authentication has enhanced the transparency of
various schemes by making it easier to track the flow of benefits and identify any
irregularities.

Sociallnclusion: By removing barriers to access, Face Authentication is promoting
socialinclusionandreducing discrimination.

Security and Privacy Considerations: Protecting Against Deepfakes and Fraud

With the rapid advancement of Al, concerns regarding deepfake
technology—where Al is used to create highly convincing fake videos or
images—have grown significantly. This section explores how UIDAI's Face
Authentication system addresses these concerns to ensure secure, tamper-proof
verification.

Deepfakes:The Growing Threat

Deepfakes leverage Al to manipulate videos or images in ways that make them
appear real. They can be used for malicious purposes, including identity fraud.
Given that Face Authentication is entirely reliant on visual verification, deepfakes
presentaunique challenge.

Safety against deepfakes: Google integrity services and apple play services are
repeatedly used to ensure that the OS, camera and the app is not tampered with.
Integrity services used globally in banking apps. No tampering has ever been
reported. Therefore, is fully secure against Al Deepfake injection.

Face RD ensures that the wide-angle camera captures the background and
detectsframe of any device thatmay be used toreplay animage. Testing has
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confirmed that the solution reliably detects replay screens of upto 5/1/2- feet size
andis secure againstreplay of recorded/ computer-generatedimages.

UIDAI's Multi-Layered Security Protocols

UIDAI's Face Authentication system incorporates multiple layers of security to
combatdeepfakes and other forms of identity fraud:

Liveness Detection: As mentioned earlier, this feature ensures that only real-time,
live images are accepted. It recognizes facial expressions, eye movements, and
even changes inlight to distinguish between a live face and a manipulated or pre-
recordedimage.

Al-Driven Image Verification: The system constantly updates its Al models to
detect even the most advanced fake images or video overlays. The Face
Authentication algorithm checks for inconsistencies in texture, lighting, and facial
featuresthatmayindicate aforgery attempt.

Consent-Based Authentication:Face Authenticationrequires active user consent
before proceeding with the verification process, reducing the risk of unauthorized
access. Thismeansthatusers have full control over when and where their biometric
dataisused.

Regular Security Audits: UIDAI conducts frequent audits of its system to identify
and patch vulnerabilities, ensuring the continued security of the Face
Authentication framework. Given the nature of emerging threats like deepfakes,
these audits are critical formaintaining public trustin the system.

Secure against replay of
recorded/computer-generated
image

Fully secure against Al Deepfake

injection

- Repeated use of Google/Apple
integrity services ensures OS,
camera &app nottampered

« Solution ensures thatwide-angle
camera captures background &
detects frame of any device that

« Integrity services used globally in may be used toreplay animage

banking apps; No tampering has

ever beenreported + Testinghasconfirmedthat

solutionreliably detectsreplay
screens of up to 5%-feetsize
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The innovation made in the existing processes and how it fulfilled the
requirements ofthe stakeholdersinabetterway.

Perhaps the most compelling reason for Face Authentication’s rise to prominence
isthe superior user experience it offers. Speed, ease of use, and reliability are critical
factors that drive user satisfaction, and Face Authentication excels in all three
areas. The process is nearly instantaneous, requiring only a quick glance to unlock
devices or authorize transactions. This speed, combined with its intuitive nature,
ensures that users can access their devices or accounts effortlessly, without the
need to remember passwords or carry additional hardware. Moreover, compared
to fingerprint or iris scanning where consent is often implied or passive, Face
Authentication considers and recommends consent to be explicitly asked from the
users. When using Face Authentication on a personal device like a smartphone, the
user must actively position their face in front of the camera, making the
authentication process more intentional and conscious.

End User Services: Face Authentication is now seen as the digital backbone for
flagship programs and initiatives for good governance, social welfare,
accountability and transparency. Face Authentication RD application can be used
in operator assisted mode as well as in self-assisted mode and hence the
application canbe used by any Aadhaar holder using smartphone.

While Face Authentication provides both assisted and self-use modes, eKYC
transactions are currently conducted in the assisted mode to ensure security via
multifactor modes (OPT, PIN or other Aadhaar authentication modes). Face
Authentication is increasingly being used for non-financial services in a variety of
industries, including government and others. Through the integration of UIDAI Face
RD application several end to end services are offered to the end users. An
illustration of how Face Authentication has streamlined delivery with ease of use is
listed below;

Face AuthenticationforPensionBenefits

For the elderly, accessing pension benefits often involves complex processes,
including proving their identity through physical documentation, standing in long
queues, or visiting government offices. Face Authentication can streamline and
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securethis process by enabling contactless, fast,and reliable identification.

Simplifying Pension Collection Process: Remote Authentication: Face
Authentication can allow seniors to prove their identity from the comfort of their
homes. Instead of visiting banks or pension offices, they can authenticate
themselves using a smartphone or computer equipped with a camera. This is
particularly beneficial for individuals with limited mobility, health conditions, or
thoselivinginruralareas.

Instant Verification: Face Authentication provides instant identity verification,
ensuring timely disbursement of pension funds. The risk of delays caused by
document processing or administrative errors is greatly reduced, as the system
can quickly confirm the pensioner'sidentity using biometric data.

Eliminating Fraud: One common issue in pension distribution is the risk of fraud or
identity theft. Foce Authentication ensures that only the legitimate pensioner can
access their benefits, reducing instances of fraudulent claims, impersonation, or
attemptsto claim pensions on behalf of deceasedindividuals.

Inclusion ofllliterate and Technologically Unskilled Pensioners

Ease of Use: For many elderly individuals, operating digital systems can be
overwhelming. Face Authentication simplifies the process by eliminating the need
for passwords or technical knowledge. The system automatically recognizes the
individual, reducing the stepsrequired to access pension benefits.

Inclusive Services for Rural and Remote Areas: In regions where physical
infrastructure is limited, mobile devices equipped with Face Authentication
technology can be used to verify pensioners remotely. This technology allows
pension distribution services to reach rural and remote areas where visiting
pension offices may notbe practical.

Face AuthenticationinHealth Servicesforthe Aged

Access to healthcare services is a critical concern for the elderly, especially those
who require regular check-ups, treatments, or ongoing care for chronic conditions.
Face Authentication can improve healthcare access and service delivery by
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