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1. Background 

The Department of Administrative Reforms and Public Grievances institutionalised National e-

Governance Webinar Series to showcase the award-winning initiatives that have received the prestigious 

National Award for Excellence in e-Governance, with the objective of greater learning, dissemination and 

replication.  

These initiatives have leveraged technology to improve governance with a potential to enhance efficiency, 

transparency and inclusivity of government operations. By harnessing the power of digital tools and data 

analytics, governments can streamline administrative processes, expedite service delivery, and make 

informed policy decisions.  

The National e-Governance Webinar Series focuses on the following themes: 

• Government Process Re-engineering by use of technology for Digital Transformation 

• Innovation by Use of AI and other new age technologies for Citizen- Centric Services 

• Best e-Governance Practices/Innovation in Cyber Security 

• Grassroots Level Initiatives for Deepening / Widening of Service Delivery 

• Replication And Scaling Up of Successful National Awarded Projects like NAeG, Prime Minister 

Awards in Excellence, Awards conferred by other Central Ministries by State/UT/District 

• Digital transformation by use of data analytics in digital platforms by Central Ministries / States/UTs  

 

NeGW seeks to foster a culture of continuous learning, skill development, and knowledge exchange. Each 

webinar emphasises on a unique e-governance theme, featuring award-winning initiatives that have 

demonstrated outstanding contributions to their respective domains. NeGW aims to inspire and instill a 

new spirit of enthusiasm among administrators and stakeholders involved in government programs' 

implementation.  

• The fourth webinar of the NeGW Series 2025-26 was convened on ‘Excellence in Central level 

initiative in e Governance Practices/Innovation in Cyber Security’ on November 21st, 2025. 

The webinar highlighted innovative projects at the level of Central Government that that demonstrate 

groundbreaking advancements in cybersecurity measures, resulting in stronger protection against 

emerging cyber threats. It underscored initiatives leveraging advanced technologies, methods, and 

processes to bolster security infrastructure, enhance the resilience of systems and networks, and 

safeguard critical data. The session also encouraged Startups, Academia, and R&D institutions to 
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showcase exemplary research and innovations in the application of cybersecurity for e-governance, 

particularly those which contribute meaningfully to citizen-centric digital security. 

 

2. Theme 

The theme of the fourth session of NeGW 2025-26 held on November 21st, 2025 was Excellence in 

Central level initiative in e Governance Practices/Innovation in Cyber Security.  

The award-winning initiatives under this theme highlight the transformative potential of digital innovation 

in strengthening cybersecurity and enhancing national digital resilience as NCRTC’s robust IT-OT 

convergence framework secures India’s critical railway infrastructure through AI-enabled threat detection, 

digital twin technology, unidirectional gateways, and predictive maintenance analytics—cutting cyber risks 

by 50%, improving incident response by 40%, and ensuring near-zero downtime for millions of daily 

passengers. Meanwhile, NIC’s DHRISTI platform redefines cyber defence across the Government of 

India through AI/ML-driven log analytics, automated incident response, and real-time threat intelligence, 

enabling the protection of mission-critical services, supporting faster investigations, and empowering SOC 

teams with unprecedented accuracy, scale, and situational awareness, embodying the vision of a secure, 

resilient, and future-ready digital governance ecosystem. 

3. Proceedings  

3.1. Welcome Address  

Smt. Sarita Chauhan, Joint Secretary, DARPG, welcomed all the participants to the fourth session of the 

National e-Governance Webinar Series 2025-26, focusing on the theme ‘Excellence in Central Level 

Initiative in e-Governance Practices / Innovation in Cyber Security’. She highlighted the growing scale of 

e-services across the country, noting that States and Central Ministries together now deliver more than 

23,000 digital services, marking significant progress in public service delivery, transparency, efficiency, and 

reduction in turnaround times. 

She emphasized that, with the rapid expansion of digital public infrastructure, ensuring robust 

cybersecurity has become pivotal for safeguarding personal data, maintaining business continuity, and 

protecting critical national assets. She shared that the category on Innovation in Cyber Security was 

introduced in the National Awards for e-Governance 2025 to recognise initiatives that strengthen the 

security and resilience of digital platforms. 
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Smt. Chauhan underscored that the NeGW series serves as a platform for knowledge dissemination, 

enabling public administrators to understand the objectives, challenges, and impact of award-winning 

initiatives that advance secure, citizen-centric service delivery. 

She introduced the two award-winning initiatives featured in the session: NCRTC’s Robust Cybersecurity 

Measures in IT-OT Convergence for Railway Systems, which enhances the safety and reliability of high-

speed rail operations through advanced cybersecurity and predictive monitoring; and NIC’s Data 

Harmonisation for Risk Insights and Security Threat Intelligence (DHRISTI), which leverages AI/ML-

based analytics for real-time threat detection and resilience of government digital services. 

3.2. Shri Manvendra Singh, Group General Manager (Operations), NCRTC 

Following the Joint Secretary’s opening remarks, Shri Manvendra Singh, Group General Manager at the 

National Capital Region Transport Corporation (NCRTC), delivered an insightful presentation on 

NCRTC’s pioneering work in establishing robust cybersecurity frameworks for the seamless convergence 

of Information Technology (IT) and Operational Technology (OT) within modern railway systems. His 

address outlined the technological vision, strategic approach, and innovative security architecture adopted 

for India’s first Namo Bharat regional rail network. 

He began by offering an overview of NCRTC’s mandate and achievements. NCRTC is implementing 

India’s first regional rapid transit system, with the Delhi–Meerut corridor already operational. Designed 

for a speed of 180 kmph and operating at 160 kmph, the Namo Bharat system incorporates several India-

first and world-first innovations. These include the country’s first indigenous platform screen doors, a 

captive mission-critical LTE network with 5 MHz allocation in Band 28, Austria-based precast slab track 

technology enabling low-maintenance high-speed tracks, NCRTC’s in-house developed Common 

Operating System (COS) for project efficiency, and the world’s first ETCS Hybrid Level 3 signaling system 

over LTE. 

Transitioning to the core theme, Shri Singh explained that traditionally, railway systems maintain strict 

separation between IT and OT domains. While IT systems, such as ticketing platforms, customer services, 

websites, and internal networks, are connected to the internet and therefore more vulnerable, the OT side 

(signaling, telecom, AFC, rolling stock, lifts, and escalators) historically functions in isolated, closed-loop 

environments perceived to be secure from external cyber threats. 

However, this separation also limits opportunities for leveraging real-time data for predictive and 

preventive maintenance, data analytics, and enhanced passenger experience. Recognizing this gap, NCRTC 

undertook a pioneering initiative to safely integrate OT systems with the IT ecosystem, enabling data flow 
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to a central data lake where AI/ML-driven analytics support proactive maintenance and operational 

optimization. 

He emphasized that this integration significantly increases the system’s cyberattack surface. Linking OT 

infrastructure with IT networks exposes critical operations to potential external threats, including 

ransomware, denial-of-service attacks, and exploitation of outdated or unpatched legacy systems. While 

traditional approaches rely on demilitarized zones (DMZs) and multilayered firewalls, NCRTC identified 

inherent vulnerabilities in these models and sought a more secure and fail-proof mechanism. 

To address this, NCRTC adopted unidirectional gateways, also known as data diodes: impenetrable, one-

way hardware devices that allow data to flow only from OT to IT, ensuring that no external command or 

intrusion can reach operational systems. This “Made-in-India” innovation not only enhances security but 

also ensures cost-effectiveness and scalability across large railway operations. Through this architecture, 

critical OT data is mirrored to IT networks without creating pathways for cyberattacks. 

Shri Singh outlined several categories of cyber risks affecting railway environments: 

• External threat agents, both domestic and international, who continuously scan for vulnerabilities 

• Physical security risks arising from unauthorized access to critical rooms and systems 

• Network vulnerabilities due to misconfigured or unhardened switches, servers, or firewalls 

• Software dependency risks, especially where outdated operating systems and unpatched 

applications create exploitable weaknesses 

He elaborated on how ransomware and denial-of-service attacks have emerged as the most common and 

disruptive threats to global railway systems, often targeting ticketing systems and public information 

platforms, which are closely linked to IT infrastructures. Citing recent incidents globally, he noted the clear 

trend of attackers increasingly focusing on transportation networks, recognizing them as high-value, high-

impact targets. 

To ensure comprehensive protection, NCRTC aligned its cybersecurity framework with leading global 

standards, including IEC 62443 for industrial automation and CLC 50701:2023, the dedicated 

cybersecurity standard for railways. These frameworks serve as the foundation for NCRTC’s security 

policies, threat management practices, and system-hardening protocols. 

Concluding the session, Shri Singh reiterated NCRTC’s cybersecurity vision: to achieve data-driven 

operations through IT–OT integration without compromising the safety and integrity of operational 

systems. He highlighted that the secure convergence framework not only enhances operational reliability 
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but also benefits passengers directly through improved service availability, minimized downtime, and 

proactive maintenance interventions. 

His presentation set a strong precedent for how next-generation high-speed and regional rail systems can 

adopt advanced cybersecurity architectures while embracing digital transformation at scale. 

3.3. Shri Hariharan M., Joint Director (IT), NIC 

The second presentation of the session was delivered by Shri Hariharan, representing the National 

Informatics Centre (NIC). Speaking on behalf of the DHRISTI leadership, he presented a comprehensive 

overview of the initiative Data Harmonisation for Risk Insights and Security Threat Intelligence 

(DHRISTI), a flagship cybersecurity programme designed to elevate the resilience, intelligence, and 

preparedness of India’s government-wide digital ecosystem. 

He began by situating DHRISTI within the broader operational environment of NIC, explaining that NIC 

not only enables e-governance across the Union and State governments but also manages some of the 

largest and most complex digital infrastructures in the country. With National Data Centres located in 

Delhi, Pune, Bhubaneswar, Hyderabad, and an upcoming centre in Guwahati, NIC hosts or routes over 

80% of the Government of India’s IT systems, websites, and internal networks. This central vantage point 

ensures that virtually all digital interactions, ranging from ministry websites and mission-critical portals to 

desktops, laptops, and service endpoints, pass through NIC’s secure infrastructure. 

Because of this, NIC’s networks are under continuous and sophisticated cyber targeting, including 

attempts from cybercriminal organisations, hacktivist groups, and state-sponsored threat actors. Every 

attempted access, anomaly, or incident generates logs, hundreds of thousands of them every second. Shri 

Hariharan clarified that these logs are not just system leftovers but are essentially digital fingerprints, 

recording minute-by-minute events such as successful or failed login attempts, suspicious access patterns, 

deviations in network behaviour, and early indicators of potential intrusions. 

However, the volume, velocity, and diversity of this data made manual monitoring nearly impossible. 

Earlier, SOC teams had to scan logs manually or rely only on predefined rules, making it difficult to detect 

new or evolving attack vectors. This operational bottleneck, combined with the increasing sophistication 

of cyber threats, laid the foundation for conceptualising DHRISTI as early as 2017. 

He described the SOC environment prior to DHRISTI: analysts had to navigate massive amounts of traffic 

originating from desktops in ministries, systems in Central Vista, government websites, external user 

traffic, and internal department workflows. Without AI-enabled support, critical attack patterns could go 
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unnoticed simply due to scale. This operational reality sparked the idea of a centralised, AI/ML-powered, 

real-time threat intelligence platform that could ingest, correlate, and analyse logs from across the 

government ecosystem to detect threats faster and more accurately than humans alone. 

The need for such a system became even more pronounced as cyberattacks globally began targeting public-

sector infrastructure with increasing frequency. He shared how modern threats, ranging from brute-force 

intrusions and credential stuffing to sophisticated zero-day exploits, ransomware campaigns, and malware 

targeting government websites, required an automated, intelligence-led monitoring framework rather than 

a manual, rule-based approach. DHRISTI was envisioned precisely to meet this challenge. 

Transitioning to the system’s capabilities, Shri Hariharan explained how DHRISTI processes logs from 

varied IT and security components: servers, firewalls, intrusion prevention systems (IPS), endpoint 

detection and response tools (EDR/XDR), switches, routers, and application infrastructures. By 

harmonising data across these diverse systems, DHRISTI creates a unified, searchable, and analysable data 

lake. He broke down simple examples, such as the difference between a successful login log and a failed 

login attempt, and explained how correlating thousands of such micro-events can reveal patterns of 

malicious behaviour that would otherwise remain hidden. 

He emphasised that DHRISTI transforms cybersecurity operations through AI/ML models, automated 

triaging, pattern analysis, and risk scoring. This shift significantly reduces dependence on manual 

interventions and dramatically improves detection timeframes. The platform’s architecture enables it to 

analyse millions of events per second, correlate them, and highlight early signs of threats, giving SOC 

teams the ability to respond before an incident escalates. 

Shri Hariharan also reaffirmed the national significance of this initiative. With government data and 

services becoming increasingly digital and interconnected, any vulnerability, no matter how small, can have 

cascading repercussions. DHRISTI ensures that the government remains prepared against the evolving 

landscape of cyber threats, enhances compliance with cybersecurity frameworks, and empowers analysts 

with a deeper understanding of network behaviour. 

He concluded by reiterating that DHRISTI marks a pivotal move from reactive cybersecurity practices to 

proactive, predictive, and intelligence-driven defence, aligning with global best practices and significantly 

strengthening India’s cyber resilience. Through this initiative, NIC has demonstrated a future-ready 

approach to securing mission-critical infrastructure, making DHRISTI a transformative asset in the 

nation’s cybersecurity roadmap. 
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3.4. Vote of Thanks 

Shri Suvasish Das, Director, DARPG, delivered the Vote of Thanks for the session. He expressed his 

heartfelt gratitude to all participants for their active engagement in the fourth session of the National e-

Governance Webinar Series. He conveyed appreciation to all attendees for contributing to an insightful 

and enriching discussion, and extended special thanks to Secretary, DARPG, for her continued guidance 

and support to the webinar series. Shri Das expressed his deep appreciation to the esteemed speakers, Shri 

Manvendra Singh, Group General Manager, NCRTC, and Shri Hariharan from NIC, for their detailed 

presentations and for elucidating how robust cybersecurity measures, data analytics, and advanced 

monitoring frameworks are strengthening India’s digital governance and transport infrastructure. 

He highlighted that NCRTC’s IT-OT convergence initiative, incorporating tools such as digital twins, CI 

monitoring, and secure network architectures, is significantly enhancing the safety and reliability of high-

speed rail systems. He also noted that NIC’s DHRISTI platform, powered by AI-driven log analytics and 

automated incident response, is transforming threat detection and safeguarding critical e-government 

services. 

Shri Das extended his appreciation to senior officers from the States/UTs, public administrators, and 

participants from across the country for their valuable time and engagement. He encouraged continued 

participation in future sessions of the webinar series. Before concluding, he also reminded all attendees 

that the last date for submission of nominations for the National e-Governance Awards 2026 is 30th 

November, and urged organisations to submit their entries and showcase their exemplary initiatives.  

In conclusion, he thanked all attendees for their valuable time and contributions and expressed hope for 

their continued participation in the forthcoming sessions of the National e-Governance Webinar Series 

2025-26. 
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4. Annexure 

4.1. Presentation by the Shri Manvendra Singh, Group General Manager, NCRTC 
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4.2. Presentation by Shri M.Hariharan, Joint Director (IT), NIC 
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